
Repliation by Di�usion in Large Networks�Dahlia Malkhiy Yaron SellazAbstratWe present a design for using di�usion as a vehile for sharing data in large networks.The approah is keen to primary-bakup repliation in that a lient informs representativereplia-servers of updates, and replias further di�use the update among themselves. It isdistinguished from primary-bakup in a number of important ways. First, it takles Byzantinefailures, whih are inevitable in highly deentralized systems. Seond, it provides for multiplelient-aess points, rather than a single primary, allowing for greater exibility, load balaningand fault tolerane. Third, it optimizes the di�usion of updates among the replias.1 IntrodutionThe rapid growth of the Internet in every domain - number of omputers, available bandwidth,level of onnetivity - made the onept of a global, deentralized information sharing serviesvery realisti. Undoubtedly, suh servies will have to employ repliation tehniques in order toinrease data availability and system performane. This paper outlines the hallenges that arisefrom repliation in very large networks, and presents a omprehensive design that answers thesehallenges.Informally, the servie is based on a lient-server model, where a set of replia servers (in short,replias), provide a data storage and repliation servie to a set of lients, by keeping a set of dataobjets that the lients reated. The servie allows lients to reate new objets, read the ontentof objets, and write to (update) objets.The fundamental novel priniple of our approah is to provide repliation based on di�usionof updates from a lient's entry point to the entire system. Thus, the idea is that lients aessa small group of replias, while the replias propagate updates between themselves. The mainadvantage of this design is minimizing the entry point through whih the lient aesses thesystem, and shifting the load of update di�usion onto the servers. The �rst result of this is abetter use of ommuniation resoures, as multiple updates are bathed in the ommuniationamong servers. Seond, it allows loalized (and hene better optimized) ommuniation of thelient with the system. Last, it shifts work load from lients to servers, whih are often moreapable of sustaining that load.The sale at whih we target our design mandates several important onsiderations:1. Resistane to Byzantine failures - In a very large system, senarios in whih a server beomesfaulty, or even maliiously faulty (Byzantine) annot be ignored. A good design must takethis senario into onsideration from its very �rst stages.2. Non-bloking primitives - The ommon, frequent operations (read/write) must be non-bloking, otherwise the servie might be loked during signi�ant periods of time.3. Load balaning - The sale at whih we target our design implies that thousands of lientsould be generating millions of updates. Unbalaned aess ould result in server rash.Good load balaning is therefore essential for a large system to ope with load.�This paper appears in the European Researh Seminar on Advanes in Distributed Systems (Ersads 2001),Bologna, Italy, May 2001.yShool of Computer Siene and Engineering, The Hebrew University of Jerusalem, Israel, dalia�s.huji.a.ilzShool of Computer Siene and Engineering, The Hebrew University of Jerusalem, Israel, ysella�s.huji.a.il



4. Tunable level of servie - It is unreasonable to expet that all the lients will require (and beready to pay for) the same level of servie. Even the same lient may want di�erent degreesof repliation or di�erent levels of resistane to failures for di�erent types of data. Therefore,the infrastruture must o�er exible servie levels.The requirements listed above guided us in designing a new paradigm for a repliation system,whih relies on update propagation. It works as follows. Suppose for simpliity that the systememulates shared storage of a single read/write variable. We have two separate protools, onefor read and one for write. For a lient to write a new value, it needs to suessfully ontat2b+1 servers with the written value, where b is some presumed threshold on the number of faultyservers. Servers then engage in a di�usion protool, whereby the new value propagates to all thenon-faulty servers, and aknowledgments are gathered and returned to the lient to omplete theoperation. For a lient to read the most up-to-date value stored in the system, it needs to ontatb + 1 orret servers that were written to. Left out of this desription are the spei�ation ofmulti-objet multi-lient support, of the sets of servers ontated in a read and a write, and thedi�usion sheme. Determining eÆient and orret mehanisms for these is the topi of the restof this paper.1.1 Related WorkOur work is related to the vast body of knowledge on repliation and fault tolerant distributedsystems. Generally, repliation algorithms an be ategorized by the semantial level of dataemulation they ahieve. The strongest guarantee in repliation provides transational semantis,whereby a group of operations (a transation) on multiple objets, possibly nested, is done indi-visibly. Transational semantis are traditionally sought in distributed and repliated databasesystems. Our design di�ers from most of the work in this area in its attention to sale, andto arbitrary failures, whereas database repliation methods traditionally foused on smaller sys-tems with benign failures only. An example of a persistent objet repliation system that providetransational guarantees in the fae of Byzantine failures is Thor [LCSA99℄. Due to its strongguarantee, however, the methods in Thor do not sale well.A weaker guarantee used for repliated data is linearizability [HW90℄. Linearizability is a on-dition that realizes atomi (indivisible) operation semantis on repliated objets as de�ned byLamport [Lam86℄. It is stritly weaker than atomi transations, as it does not bind multiple ornested operations. Most prior systems implementing linearizable, persistent objets with toler-ane to Byzantine failures are based on state mahine repliation [Sh90℄. A reent realization ofstate mahine repliation that uses quorum systems for salability and load balaning is providedin [CMR01℄. Unfortunately, due to the need to a-priori order method invoations on di�erentreplias in order to provide linearizable semantis, all the above methods for realizing state ma-hine repliation bear a signi�ant ost in delay and in ommuniation. Our tehniques fous onread/write operations with weaker guarantees (safe read/write variable emulation), resulting insigni�antly faster protools.There are several reent works on large sale information sharing servies providing weakemulation semantis similar to ours (e.g., for salable data storage [CEG+99℄). Our work di�ersfrom these in its use of di�usion as a fundamental vehile for information dissemination.Compared with all of the methods above, our approah stresses minimal lient entry-point andthe eÆient bathing of ommuniation among servers to disperse updates. In our tehniques, theload on lients sales well with the system, as does the total ommuniation ost.Update di�usion was proposed as a seondary support mehanism for Byzantine quorum sys-tems in [MR98℄. The performane of several di�usion algorithms was analyzed in [MMR99℄, andfurther extended in [MRRS01, MPS01℄. These papers presented general strategies for ahievingorret update di�usion in a Byzantine setting, and serve as the motivating tehnology for oursheme. However, our di�usion sheme signi�antly di�ers from these due to the need to eÆientlygather aknowledgments for lients.



2 PreliminariesOur system model is laid out in the realm of a single objet repliation universe. However, itshould be understood that it is designed for multiple objets, with possibly distint universes, andwith varying resiliene parameters. This is disussed further below, in Setion 6.The repliation system of an objet omprises of a universe S of n replias, to whih updatesare submitted by a distint set of lients. It is assumed that eah lient has a unique lient ID. Upto some known threshold b of the replias ould be arbitrarily (Byzantine) faulty, and the rest areorret. Replias an ommuniate via a ompletely onneted point-to-point network. Clientsan also ommuniate with all the replias. The ommuniation hannels used are reliable andauthentiated, i.e., A reeives a message from B if and only if B atually sent it.Clients and replias annot apply digital signatures to their messages, even though signaturesan be quite useful in a Byzantine setting. The reason is that digital signatures impose limitationson the servie, for example, preventing data post-proessing by the replias. In addition to that,digital signatures onsume a lot of resoures, and must be aompanied by an appropriate publi-key infrastruture. Hene our model is the full Byzantine model without signatures.Our design is onerned �rst and foremost with good performane, as the need to sale prohibitsostly solutions. In order to reason about system performane, we will oneive of our repliationshemes as operating in synhronous rounds. In pratie, it does not matter whether these roundsare in fat synhronized. We assume that in eah round, eah replia may send a message to oneother replia (\fan-out" is 1). A replia reeives and proesses all the messages sent to it in around before the next round starts.The performane measures that onern us are: (1) Delay, the number of rounds it takes foran update to reah the entire system, (2) Communiation, measured by the total number ofmessages sent, and (3) Fan-in, the load (in terms of ommuniation) inited on the servers.3 Repliation by Di�usionThe fundamental framework of our repliation tehnique is the use of di�usion of informationamong replias to disseminate lient updates. At a high level, our write protool requires a lientto aess a write entry point, suh that the entry point is small, but yet it guarantees that b+ 1orret replias obtain the lient's update. Replias then engage in a di�usion method wherebya write set obtains a opy of the update and di�uses bak aknowledgments to the lient. Ourread protool requires a lient to aess a lient read entry point in order to obtain the variable'svalue from a read set. The requisite on the sets is that read and write sets interset in b + 1orret replias. A timestamp on written values then assists the lient in determining the orretand most reent value of the variable, simply as the highest timestamp-value returned by b + 1replias.It is left to speify the lient read and write entry sets, the read and write sets, and the di�usionmethod by whih lient write entry sets reah write sets (and by whih a lient's read entry setassists the lient in obtaining responses from a read set). There is muh room for variation in these.In fat, the use of read and write sets interseting in b+ 1 orret elements is, in itself, not novel:With read and write sets alone, the generi framework above �ts the safe variable repliation usingByzantine quorum systems of Malkhi and Reiter [MR98℄. However, entry sets allow us exibility inshifting some of the load from lients to servers, and for utilizing o�-line di�usion by the servers.Additional exibility omes from the design of the di�usion among servers. In the rest of thispaper, we fous on a spei� design realizing the above framework, though others are ertainlyviable alternatives.Generally, the novelty in the approah above is the separation of lient read and write entrypoints from the read and write sets, allowing lients to aess minimal sets only. The advantage isin allowing loalized, minimal ommuniation load on lients, and by allowing servers to optimizethe di�usion among them, e.g., by paking multiple updates in a single message. Additionalnovelty stems from the spei� server-to-server di�usion method we propose.



4 Read and Write ProtoolsThis setion presents spei� read and write protools, whih guarantee safety and liveness prop-erties for the data objets maintained by them. In both protools the lient addresses (diretly) asmall group of replias (the entry sets). The read protool is muh heaper than the write protoolbeause it does not involve propagation.For our read/write protools, we arrange the replias in a tree of degree d. Eah node in thetree ontains 4b+ 1 1 replias. A lient's read and write entry sets onsist eah of a single node(any node). EÆient propagation of updates and aknowledgments is ahieved along the tree, inthat eah node ommuniates only with its neighboring nodes in the tree.De�nitions and notation (for a spei� objet v, update u and replia r):Replias(v) - the set of replias on whih v is repliatedTree(v) - an arrangement of Replias(v) in a (balaned) tree struture, of degree d, with 4b+1distint replias in eah nodeOrigin(u) - the node in Tree(v) to whih u was submitted (by a lient)TS(u) - the time-stamp of an update uCID(u) - the lient ID of the lient who submitted uINr(v) (INN (v)) - The immediate neighbors of a replia r (node N) in Tree(v)TSr(v) - TS(u), where u is the urrent update stored for the objet v in the replia rSrr(u) (SrN (u)) - the soure node from whih an update u arrives to a replia r (node N)u1 is newer than u2 := TS(u1) > TS(u2) jj (TS(u1) = TS(u2) && CID(u1) > CID(u2))Sending/Reading M to/from a node := Sending/Reading M to/from all replias in that nodeRead protool, u Read(v) :1. When a lient wants to read the value of an objet v, it piks any node N 2 Tree(v),and does the following: (a) Request every replia r 2 N to report its urrent update for v(inluding the time-stamp). (b) Wait until 3b+ 1 responses are reeived.2. All the responses whose time-stamp is lower than b+ 1 other time-stamps are disarded.3. All the responses that were not supported by at least b+ 1 replias are disarded.4. There an be up to 2 distint andidates among the 3b+ 1 responses for the right value ofv. If there are no andidates - an error-ode indiating that there is urrently no onsistentvalue for v is returned. Otherwise, the newest of the andidates is returned.Write protool, Write(v; u) :1. When a lient wants to write an update u to an objet v, it piks any node N 2 Tree(v), anddoes the following: (a) Read TSr(v) from 3b+1 replias N and sort in an array TS[0 : : :3b℄(minimum in TS[0℄). (b) Send the pair fu;maxi=0:::2bfTS[i℄g+1g to N as an update for v.2. A replia r 2 N that reeives an update u diretly from the lient, marks that Srr(u) = �,and beomes u-ative. A u-ative replia r stores u as the new value of v if u is newer thanv. Then the u-ative replia r sends u further to INr(v)� Srr(u).3. A replia r that reeives b+1 opies (or more) of u from b+1 di�erent replias all belongingto the same node N , marks N as its Srr(u), and also beomes u-ative.4. A replia r that beomes u-ative and annot propagate u further (beause INr(v) �Srr(u) = �) beomes u-aknowledged. A u-aknowledged replia r sends an aknowledg-ment for u to Srr(u).1Node size an be redued from 4b+1 to 3b+1 replias, if ommuniation hannels between orret repliasare assumed to impose bounded lateny on message transmission; i.e., ommuniation hannels are assumed to besynhronous.



5. A u-ative replia r that reeives 3b+1 aknowledgments for u from eah node in INr(v)�Srr(u) also beomes u-aknowledged.6. A u-aknowledged replia r that annot propagate aknowledgments for u further (beauseSrr(u) = �), sends an aknowledgment for u to the lient.7. Writing u �nishes when the lient reeives 3b + 1 aknowledgments for u from 3b + 1 (ormore) di�erent replias in Origin(u).A note on Time-stamps. We use logial time-stamps (i.e., ounters) whih do not reet theatual date and time in whih an operation ours. The main issue regarding suh time-stampsis to use enough bits so that overow will never happen in the lifetime of the system. Sine theb highest timestamp values obtained in a write operation are disarded, faulty replias annotpurposely ause suh an overow. A reasonable hoie would be to use 64 bits for the ounter.A note on old and new updates. Note that aording to the read/write protool desribed above,replias store an update only if it is newer than the value urrently stored, but they propagate anupdate (and its aknowledgments) even if it is not newer than the value urrently stored.A note on error return value from read. The likelihood of this event depends on the probabiltythat a read overlaps some write operation.Corretness proofs for the safety and liveness of our protools are inluded in the full paper.5 PerformaneThis setion disusses the performane of our read/write protool, whih is asymmetri in thesense that read is muh heaper than write. In read, the lient simply sends/reeives messagesto/from a single node of 4b+ 1 replias, so the delay is O(b), the ommuniation is O(b), and thefan-in is 1. Note that the ost of a read operation is not dependent on n. Write involves di�usionand requires a more areful analysis. The delay of a write operation inludes traversing twie theheight of the tree of nodes, one for sending the update and one for olleting aknowledgments.Eah node-to-node ommuniation takes 4b + 1 rounds. Finally, at any given ommuniationround, a node an only ommuniate with one of its neighbors, whih adds a fator of d+1. Theworst ase bound for the delay is therefore:delay = (4b+ 1) + 2(4b+ 1)(d+ 1)(1 + 2 logd(n=(4b+ 1))) = O(bd logd(n=b))The fan-in inurred by the di�usion (with a smart ommuniation shedule) is 1, but theload inited on the replias by lient updates varies, of ourse, with the system load. Theommuniation ost is 2(4b+ 1)n, but the m-amortized ommuniation ost (for m simultaneouslient updates) is only [(4b+ 1)m+ 2(4b+ 1)n℄=m (assuming m updates �t in a single message).6 Implementation issuesOur infrastruture is designed to support a dynami world of replias maintaining multiple objets,possibly repliated on distint universes and with varying levels of fault tolerane. This neessitatesmapping objets to their universes. It also requires onsideration of the possible universe overlapin the di�usion of updates among servers. Here we highlight several points in our urrent e�ortof building a prototype based on our design priniples.In our design, we give replias logial names for easy manipulation and management. Thisimplies that we must employ a name-translation servie, e.g., the DNS. We onvenietly use asequential name spae, (e.g., PSYS 001, PSYS 002). \Holes" in the name sequene an be tem-porarily tolerated, due to the system resistane to failures. For any given resiliene level b (andtree degree d), the sequential naming indues a natural mapping of replias to a d-ary tree withnode size 4b+1. The individual repliation trees of all data objets with parameter b are therefore



hosen as subtrees of a single skeleton tree for resiliene level b. This global skeleton tree enableseÆient bathing of multiple objets' updates, and furthermore, optimizes the ommuniationamong servers.The mapping of objets onto their repliation sub-trees is determined at objet reation time.We would like to allow the lient to set the repliation level per objet, and let the system designatethe replias realising it. To this end, a world-view system state is maintained as a speial dataobjet, whih is made available for all lients to read. This state loosely spei�es whih serverspartiipate in the servie. Under sequential naming, this state an be ompatly represented.When a data objet v is reated, the reating lient should speify parameters that determineits level of servie: (1) b(v) is v's level of resistane to Byzantine failures; (2) the repliation-level, i.e., the desired number of replias in Tree(v); (3) an Origin(v) whih must be inludedin Tree(v). The lient must also speify (4) Uname(v), a unique name for the data objet, and(5) the lient's world-view. The system determines everything else (e.g., Tree(v)), and returns asystem name, Sname(v), whih ontains (1)-(5), for future referene.The rules for determining the mapping are a topi of ongoing investigation. For example, agood rule should prefer subtrees ontaining newer nodes over subtrees with older nodes, in orderto balane the repliation load between old and new replias.Referenes[CEG+99℄ Y. Chen, J. Edler, A. Goldberg, A. Gottlieb, S. Sobti and P. Yianilos. \A prototypeimplementation of arhival intermemory". In Proeedings of the 4th ACM Conferene onDigital Libraries, August 1999.[CMR01℄ G. Chokler, D. Malkhi, and M. K. Reiter. Bako� protools for distributed mutualexlusion and ordering. In Proeedings of the 21st International Conferene on DistributedComputing Systems, April 2001. To appear.[HW90℄ M. P. Herlihy and J. M. Wing. \Linearizability: A orretness ondition for onurrentobjets". ACM Transations on Programming Languages and Systems 12(3):463{492, 1990.[Lam86℄ L. Lamport. \On interproess ommuniation (Part II: algorithms)". Distributed Com-puting 1:86-101, 1986.[LCSA99℄ B. Liskov, M. Castro, L. Shrira and A. Adya. Providing persistent objets in distributedsystems. In Proeedings of the 13th European Conferene on Objet-Oriented Programming,June 1999.[MMR99℄ D. Malkhi, Y. Mansour and M. K. Reiter. \On di�using updates in a Byzantine en-vironment". In Proeedings of the 18th IEEE Symposium on Reliable Distributed Systems,pages 134-143, Otober 1999.[MPS01℄ D. Malkhi, E. Pavlov and Y. Sella. \Optimal unonditional information di�usion". Sub-mitted for publiation.[MR98℄ D. Malkhi and M. Reiter. \Byzantine quorum systems". Distributed Computing 11(4):203-213, 1998.[MRRS01℄ D. Malkhi, M. Reiter, O. Rodeh and Y. Sella. EÆient update di�usion in Byzantineenvironments. Submitted for publiation.[Sh90℄ F. B. Shneider. \Implementing fault-tolerant servies using the state mahine approah:A tutorial". ACM Computing Surveys 22(4):299{319, Deember 1990.


